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Step 1: Install new CVSHealth Client CA Trusted Root certificate

You will receive two new certificates and a password needed to import the end-user certificate in
separate emails. One of the certificates files is the new CVSHealth Client CA Trusted Root certificate
(CVSHealthClientCA.cer). The other certificate file is your new personal certificate issued by the CVS
Health Client CA. The certificates need to be imported to your browser and can be used to access the
new http://cvshealthaccess.caremark.com website and the new version of the Client Online Access
application.

You will need to import both of the certificates to your browser before attempting to access the site. If
your computer is locked down to the point that you do not have access to import certificates, please
contact your company IT support for assistance.

Below are the steps required to import the CVSHealth Client Certificate Authority certificate and your
new end-user certificate to your browser. Note: the process will vary depending on your browser
version and type.

The CVSHealthClientCA.cer certificate must be imported first before you end user certificate. The steps
to import the CVSHealth Client CA certificate to your computer are:

1. Save both certificate files to your desktop or another spot on your C:\ drive. The CVSHealth
Client CA certificate file, CVSHealthClientCA.cer needs to be imported first.

2. Double click on the CVSHealthClientCA.cer file to import the certificate. You may receive a
security pop-up regarding opening a certificate file, click “Open” to continue.

3. This will open the Microsoft Certificate viewer with the “Install Certificate” button on the viewer
dialog. Click the Install Certificate button to continue.

4. The certificate manager import wizard will launch. See the screen print below. Click on “Next”

to continue.
Certificate Import Wizard @
Welcome to the Certificate Import
Wizard
P This wizard helps you copy certificates, certificate trust
o g_‘ lists, and certificate revocation lists from your disk to a
_*/' > certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

E Next > || Cancel
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5. The first screen will prompt you on which certificate store you want to import the
CVSHealthClientCA Trusted Root signer certificate to. You must choose the “Place all certificates

in the following store” option and click the “Browse” button to view the Microsoft certificate
store options.

Certificate Import Wizard @ Certificate Import Wizard

L.x |

Certificate Store

Certificate stores are system areas where certificates are kept. Certificate stores are system areas where certificates are kept.

i § Select Certificate Store =]
Windows can automatically select a certificate store, or you can spedfy a location for —

the certificate. e store, or you can spedify a location for

Select the certificate store you want to use.
() Automatically select the certificate store based on the type of certificate

re based on the type of certificate
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“| Trusted Root Certification Authorities
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_| Enterprise Trust
| Browse... || Intermediate Certification Authorities
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6. Click once on the “Trusted Root Certification Authorities” option and click the “OK” button to
continue. The screen should like the diagram below. Click the “Next” button to continue.

Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

Certificate store:
[Trusted Root Certification Authorities] Browse...

Learn more about certificate stores

i < Back ][ Mext > ][ Cancel
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7. Click on the “Finish” button to import the CVSHealthClientCA.cer Trusted Root Certificate
Authority certificate to your computer.

Certificate Import Wizard [

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

= You have spedfied the following settings:

Certificate Store Selected by User [REFE LTI deyijile:

Content Certificate

[ < Back ][ Finish ][ Cancel

8. You will receive the following message. This signifies that you have completed Step one and
have imported the CVSHealth Client CA certificate to your computer. You can now move to Step
2 to import your new personal certificate.

-

Certificate Import Wizard

(%= |

| The import was successful,
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Step 2: Install your new CVSHealth CA issued personal certificate
The procedures to install your new CVSHealth issued personal certificate are:

1. Double click on the second certificate file that you saved off to your desktop or another spot on
your C:\ drive. Itis the file that ends with a .pfx extension.

2. The certificate manager import wizard will launch. See the screen print below. Click on “Next”
to continue.

Certificate Import Wizard @

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

fre:]
o
ok

Mext > |[ Cancel ]

3. The certificate file will already be populated in the File Name field. Click “Next” to continue.

Certificate Import Wizard @

File to Import
Specify the file you want to import.

File name:

Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7E)

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

< Badk ][ Next > ][ Cancel
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4. Enter the password provided to you via email. The options for “Enable Strong Private Key
protection” and “Include All extended properties for the certificate” will be defaulted to be
checked. When checked, the “Enable Strong Private key protection” option will require you to
enter your windows LAN password every time you need to present your certificate for
authentication. Uncheck that checkbox at per your company IT Security Policies regarding
desktop security and access credentials. Click “Next” to continue.

Certificate Import Wizard @

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

|| Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[] Mark this key as exportable. This will allow you to back up or transpert your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

[ < Badk ][ Next > ][ Cancel ]

5. The next screen will default to automatically select the certificate store based on the type of
certificate. Click “Next” to Continue.

.

o

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(@) Automatically select the certificate store based on the type of certificate

() Place all certificates in the following store

m
=]
@
I

Learn more about certificate stores

< Back ][ Next > ][ Cancel
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6. Click on Finish to complete the certificate import wizard.

SPYE 213 aoer Ime

-

Certificate Import Wizard

(=]

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Certificate Store Selected  Automatically determined by t
Content PFX

File Mame Ci\Wsers\es001\Documents 'y
] T 3

[ < Back ][ Finish ][ Cancel ]

7. The final screen will show the certificate will have been imported successfully.

Certificate Import Wizard

:] The import was successful.
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CVS Health Client Online Access Migration Guide



¥ CVSHealth

How to access the http://cvshealthaccess.caremark.com site to
launch a Client Online Access session

Open the http://cvshealthaccess.caremark.com web site. Note the URL begins with http and not https.

'_r.é CV5Caremark Online Applications | CV5 Health - Windows Internet Explorer o || =] &R
@ ) - |’ http://cvshealthaccess.caremark.com,/main/index.html 7 ‘ B | s | A | | b Bing PR
. Favorites

¥ CVSHedalth

Online Applications System Requirements Support Links

Welcome to the Click to access the
QVSCare_mar_'k
CVSCaremark Online Applications Portal Online Applications

You have reached the gateway to CVSCaremark Online Applications. This is a secure web
site for use by CVSCaremark clients. Access is restricted to users who have been pre-
approved and have received and installed the required credentials. If you are a registered
user please click the Sign In button to access the CVSCaremark Online Applications.

Access to the CVSCaremark Online Applicatons Portal is restricted to CVSCaremark
clients. If you work for a client of CVSCaremak and would like more information about the
applications available through this portal or to learn how to become a registered user please
click on the information links cown above.

If are having difficulties installing or authenticating with your credential or have questions
regarding your access please click on the support link for information on how to contact the
CVSCaremark IT Service Center for assistance.

All requests for access are thoroughly reviewed by the CVSCaremark Information Security
Department. CV5Caremark reserves the right to approve or refuse requests for access to
this site at its discretion. CVSCaremark also reserves the right to revoke any access where
necessary.

* All access to this site is actively monitored and recorded.

®CVSHealth CVS/caremark: CVS/pharmacy’ CVS/specialty’

Contact Us|Terms of Use|Privacy Policy|About CVS/Caremark

@2016 CV3/Caremark. All rights reserved
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Click on the “Sign In” button to Access the CVS Health Online Applications

You will be prompted for your new CVS Health Client CA issued certificate you imported in Step #2. The
site is set up to only display and accept certificates that have been issued by the CVSHealth Client CA.
The certificate that you present for access to the older pcsaccess or cvscaccess.caremark.com sites will
not be shown as an option and cannot be used for authentication to the new
cvshealthaccess.caremark.com web site.

Select your new certificate and “OK”.

Windows Security =]

Select a Certificate

T w| ICC Monitor
| Issuer: CVSHealth Client CA
@ Valid From: 11/11/2016 to 11/9/2019

=== Click here to view certificate prope...

Select the Client Online Access Application and click launch:

@CVSCaremarkOnlmeAppIications|CVS Health - Windows Internet Explorer [ ®@][=]

@U - |' https://cushealthaccess.caremark.com/ cauth/indexhtml  + L CVS Pharmacy Inc [US] | @|"}‘ X ||b Bing P~

< Favorites i
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Select your Application

Launch Ondemand Reporing
@
Launch Client Online Access

Please select your application and Click to Launch

m

Launch Client Online Access
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To display the three available RxClaim regions. Click on the link for the region you want to launch a

session for:

[ESR(E=R =R

@p.‘? [ hitps: /cushealthaccess.caremariccom cavth/indexntml v £ CVS Pharmacy Inc (Us] | 73] 45 [ | (B 2ing o ~|

/& cvsCaremark Online Applications | €VS Health - Windows Internet Explorer

File Edit View Favorites Tools Help

" Favorites

¥ CVSHedalth

Online Applications System Requirements Support Links

RxClaim Java Sessions
Launch RxClaim PRD 5250 Session

Launch RxClaim ADS 5250 Session

Launch RxClaim CTE 5250 S

m

Click Link to launch your RxClaim session

This will launch the Client Online Access session for the Prod, ADS, or CTE RxClaim system.

% RuClaim PRD 5250 Session o || B &
File Edit Preferences Help

nel »|nnnle
T

B @ +

remark

ar

Informat! and
1l i ;A = auth

-
Ready @ Session ID: 77 640
Fo1 Foz FO3 Fo4 Fos Fo8 FO7 Fog Fos F10
Fi1 Fi2 F12 F14 F15 Fi6 F17 F18 Fi8 F20
F21 F22 F22 F24 SysReq Rollup RollDn Help Reset Enter

Connected to host
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Note: If you need to launch another RxClaim session for the same region or for a different region click
anywhere on the white page of the cvshealthaccess.caremark.com web site and click the link again to
launch a second window and new session. The session will show up in a new window and can be
positioned on the screen to compare values with both screens viewable at the same time. The
copy/paste functions of the session windows will allow data to be copied from one session window and
pasted into the other session window.

@ CVSCuemk

Favorte:

K3\ v [ hipe conesthaccess caremark.com

- Siety> Teok~ @+ B O @ &

< 1) OvsPhamacy e sl | 13[4 x| B P~
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Online Applications  System Requirements Support Links

Fle EGU Preferances Help

oo Rbino 6 v H

RxClaim Java Session

Launch RxClaim PRD 5250 Session

Launch RxClaim ADS 5250 Session

Launch RxClam CTE 5250 Session

16 OpenConnect Swing Applet - W.. | = | = [ss)

If you have any trouble with importing your certificate or launching the new
http://cvshealthaccess.caremark.com site or the RxClaim sessions please contact the CVS Health IT

Service Center at (855) 280-4872 (ITSC) for assistance.
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